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ABSTRACT

The secure sharing of group data in cloud environments poses
challenges, particularly when attempting to identify individuals
engaging in fraudulent behaviors. While existing studies have touched
upon this issue, this research introduces a novel key management
strategy that prioritizes crucial features such as performance,
accuracy, and trustworthiness. In the context of cloud data sharing,
several key points are considered, including the precise assignment of
privileges to groups, the tracking of reports containing sensitive user
information, the monitoring of user or group misconduct using an
innovative key management technique, and timely alerting of the
cloud owner. The proposed novel key management technique adopts a
level-wise authorization process, diligently recording all actions
based on the rights assigned to perform specific tasks. Performance,
accuracy, and trustworthiness metrics are then evaluated against a
set of well-defined strategies, and the results are effectively visualized.
The efficiency of this approach is assessed and visualized in results.
This ensures the approach's robustness and suitability for various
cloud environments. By addressing the challenges associated with
identifying misbehaving attitudes in cloud settings, an efficient and
trustworthy key management system is ensured. The proposed
approach enhances data security and the integrity of information
sharing in the cloud, benefiting individual users and businesses alike.
Ultimately, this innovative solution contributes to creating a safer and
more reliable cloud computing environment, fostering seamless
collaboration and information sharing among users while
safeguarding their valuable data.
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1. INTRODUCTION

In the cloud environment, providing security is a
challenging task although there are many
techniques and approaches are existed. In the
public clouds, groups are available and
communication among them misleading their
rights they possess at rare times. In such cases, to
trace where the misleading behavior is occurred
and tampered the principle of security. In groups,
there are few might leak the information of the
context to others which cause huge loss or damage
to the organization. There are many studies and
methodologies existed to handle these kinds of
scenarios. In group, the security is maintained using
terms such as accumulated conference key, stating
the sender and recipient of the information. Data
sharing from the group to other who is
authenticated in the organization, must get the copy
of the piece which was shared by someone from the
group. To guarantee the security of information,
members of the group are responsible. Storing data
in a cloud is one-way a challenging, and need to
protect such piece of data is another challenging.
Many barriers like online availability of data, fast
accessing, sharing data in a group or from one to
other are eliminated using the establishment of
cloud computing. Not only these are to be achieved,
but also many trending benefits like backup and
restore, and security aspects. The issues are
classified as certain categories.

a) Categoryl: Abilities support such as static or
dynamic.

b) Category?2: scheme while

sharing.

Transparent

c) Category3: Confidentiality maintenance.

d) Category4: Traceability support when bane
occurs.

e) Categoryb5: Fault tolerance.

f) Category6: Policy Updating whenever
required.
g) Category7: Alerting the Actions when

members transferred or inactive.

The issues raised and addressed in the above
mentioned categories are all to be rectified using
cloud computing. Cloud computing is the latest
trending in the competitive business applications.
Every industry is preferring the cloud to manage
their activities, in order to store their details.

The categoryl related issues classified as
traditional and dynamic in which traditional
resembles static whereas dynamic specifies
changing the patterns would also be
supported by the existing environment. The
category?2 issues include the anonymous users
would enter into the cloud are stopped using
groups, only members of the organization
would access the resources, every log of the
activity is stored in daily report, and alerting
the report to the admin of the group. The
sorting of all these are to be taken care using
policies. The category3 issues include
activities imposed to maintain confidentiality
of a group. It is typical to identify the member
who is misbehaving but acting like genuine. In
the course of activities, if activity is damaging
the survival of the group’s data, must take
action against such members. The category4
issues include identifying the user who
tampered policy of the group and the system.
The conference key distributed while sharing
of the data.The category 5 issues include the
group to be consistent by imposing dynamic
policies when required and should with-stand
in case of mismanagement through
appropriate actions.The category6 issues
include rules are framed as a policy, which
should be obeyed by the system. Based on
changes happening over the time, a new rule
to be defined or modifying the current rule in
a policy to be supported and encouraged. The
category7 issues include misbehaving
members, their log activities to be monitored,
inactive members monitoring, and members
diverting confidentiality are noted and
appropriate actions are imposed in order to
maintain loss free environment. To overcome
all these issues, defining a dynamic policy as
well as member level-wise forming of
conference key plays a key role. In this, first is
policy framing before starting a group, which
should be dynamic to include new rules and
should allow existing rules to be refined
according to the specific features. The second
is conference key validation by level-wise
member scrutiny. It is necessary because
members should be transparently showcase
who is initiated the request for sharing and
who is the recipient to receive while sharing.
The transparency and policy re-framing are
top priority services maintained by the novel
approach.
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2. RELATED WORK

In this, what studies involved in providing the
confidentiality as well as security over the

public cloud system. The below table

summarize the studies and their themes.

Table 1. Significant Studies on Cloud computing for sharing of the data.

Reference No., Year and
authors

Theme

Parameters on which
study assessed

Methodology used

[3], 2018, Jian Shenat el

Sharing of data in the public
clouds

Group signature and common
conference key

Security

[4], 2017, S. Hiremath at el

Data privacy and integrity

Auditing technique using TPA Verification of audit files

[5],2017, H. Guesmi

Identity based cryptography

Securely storing data using IBE | Privacy and Security

el

agent involved in providing
the security using specific

strategies.

[6], 2021, A. Kumar DNA cryptography, HMAC | Encoding and decoding phase, | Security
technique and TPA verifies the HMAC value

[7], 2014, R.Raampriya Auditing and Logging system | Controlling the wuser and | Accessing
activities are based on Logging
and Auditing

[9], 2020, Xiuging Lu at el Secure sharing scheme Security provided in phases and | Security
achievement of light weight
computations.

[13], 2019, Junfeng Tian at | Group member and audit | Providing security over data | Security

using TCP sliding window and
audit agent privileges.

As per [1], focusing on the efficiency in sharing
data from a group by any anonymous user. The
security is maintaining using encryption
techniques and group signature. Providing
security over multiple owners on the dynamic
groups is a challenging task, which somehow
addressed but still chances would be there not
to trace the identify. In the aspect of [2], the
depicted work focuses on security while
sharing of data. The owner of the group would
alert the access key as well as specific time
bound to access the resources available in the
cloud. The cloud nature may not be dynamic,
leads to mislead the member’s nature. In the
view of [3], the key terms such as group
signature and common conference key are
used to provide security over the group to
share the data. Supporting of anonymous
users is the pitfall of this work and approach
defined for the tracing of the misleading
member is not much effective. In the junction
of [4], the factors time and spending
investment are minimized when cloud
computing is used and leads to validate
integrity check wusing efficient auditing
technique with the help of third party auditing.
The security is provided using AES and SHA-2.
The significant taking factor is on auditing
different files that would consume constant
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time. From the view of [5], the data stored in
plain text may not guaranty security and scope
for threats. In order to store the datain a cloud
using identity based cryptography preserves
storage. It focuses on privacy and security
imposed on the cloud using the proposed
policy. As reference to [6], the security is
provided using three techniques such as DNA
cryptography, HMAC, and TPA. These
techniques applied one after the other fashion
to provide security. At the time of encoding,
HMAC value computed and stored on the
cloud. At the time of decoding, the HMAC value
is generated by TPA matches, then accessing
and further privileges are supported. From the
study [7], the uploading is done in JAR form.
The activities of the shared member of a cloud
are monitored using logging system as well as
auditing mechanism. These approaches
provide control over the users who are
involved in sharing the data. In the view of [8],
demonstration of terms related to cloud
computing is done. The regulatory proposed
over old technologies used in the cloud are
mentioned as well as mentioned the ways how
to protect the sensitive data. The issues over
the cloud are discussed. As per [9], the data
owners and Data requesters computation
made light operations when shared data over
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a cloud might experience few challenges atthe
mobile terminals such as privacy and security.
To sort such related issues would be solved
using secure sharing scheme which works in
phases in which first phase verifies
authorization and second phase verifies
integrity followed by achieving of lightweight
operations. The objective of [10], the SeDaSC
proposes novel scheme that obeys five
important factors such as privacy, access,
sharing, insider threat security, and forward
and backward accessing. The performance and
assessment of this approach is scrutinized by
few pre-defined libraries and their results are
compared. The work of [11], it provides
dynamic policies to update the passwords
based on the frequency of users. A novel
algorithm designed that provides password
according to the dynamic policies at the time
of password setting. In regard of [12], the
cryptographic server is the component that
plays key role which serves as key validator
based on functionalities and encryption
standards. Here, the key is composed of two
fragments in which one is ACL and is part of
the key, and second is attached to the key
while transmitting the data. This way it
provides few cloud approaches as
combination called hybrid approach. From the
aspect of [13], the computations involved in
the group members are complex and are made
light using auditing agent, few specific
strategies such as third party medium
approach. The security is preserved using TCP
sliding window concept as well as auditing
agent privileges. From aspect of [14], the
attacks raised when sharing data among the
clouds such as collusion attacks need to be
minimized. The group key management
protocol ensures the mixed encryption over
the data to be secured. As reference from [15],
the privacy provided over the shared data
using strategies such as data service provider,
computation party, and flexibility control to be
achieved wusing homomorphism attribute
based encryption. From [16], the attribute
based encryption with integration of
anonymise access policy and signature scheme
helps to identify the insider of cloud who
modifies the data by decrypting and again
encrypting, that cause adverse effect on the
privacy. In the view of [17], the issues related
to privacy and security are addressed and

concluded how to overcome such issues over
the cloud computing. The provider have
certain privileges and users would make use of
services of the cloud. When sharing the data
over the cloud, some issues to be resolved by
certain strategies and approaches. As per [18],
the ASP based on AKU policy supports
common operations over the cloud along with
revocation scheme. The guarantees the fake
users not to enter into the cloud. As related to
[19], it reviewed few studies such as cloud
cube model, Multiple tenancy model, Multi
clouds database model, Risk accumulation
model. These distributed models are
evaluated based on certain factors and are
summarized. From the pint of [20], the IBEET-
DBA scheme make use of equality tests which
could be taken care by cloud server and date-
stamped authorization used to validate the
cipher texts for authenticated users. The
security is provided by using both the
mentioned components while sharing the
data. As per [21], the approach CSSM defined
with integrated features such as dispersion,
distributed storage, and hierarchical
management helps to share in less time
although huge data to share, and achieves
security over the data.

The studies mentioned in this are dealing
issues over the cloud such as security, privacy,
and other features. The motto of this study is
cloud is of dynamic nature means members
joining and leaving the group is in flexible with
enhanced security. The tracing of the member
who is insider would be caught if behaves
wrongly. The proposed study focuses on
traceability and security over the data sharing
in the cloud.

3. PROPOSED METHODOLOGY

The types of problems discussed in the
introduction would be listed in the below table
along with that necessary action or factor to
provide.

In most of these cases, incremental key,
auditing daily basis using cloud server and
administrator are used in sorting out the issue.
The proposed system’s work is composed into
four modules.
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S.No. | Problem Category Solution or Factor to be deal in such case
1 Category1: Abilities support such as static | Group nature should be dynamic in sense members could leave and
or dynamic new members could join, may effect group signature
2 Category2: Transparent scheme while | Member wise would contribute in generating the conference key
sharing and is incremental
3 Category3: Confidentiality maintenance Outsiders won’t be allowed to read or interpret the information
without all members generated incremental key
4 Category4: Traceability support when bane | Logs are preserved to trace the bane and auditing would be done
occurs daily basis to eradicate such bane issues
5 Category5: Fault tolerance It also addressed with the cloud service provider
6 Category6: Policy Updating whenever | The administrator of the group based on organization
required requirements, would update the policies.
7 Category7: Alerting the Actions when | Joining and Exiting the members of the group, would be taken care
members transferred or inactive by administrator. Exit members account to be removed and new
members accounts to be added.

3.1 Encryption and Decryption

The purpose of encryption is to convert the
original source into unknown text whereas
decryption is cyper text(encrypted text) to be
converted into original text. During this process,
keys are used. The key should be unable to be
predicted by the hacker or attacker.

The following diagram shows the flow of these
key term’s working:

Plain Text b Cypher Text Plain Text

Fig. 1. Encryption and Decryption techniques.
Pseudo_Procesure
Encryption(Msg,sender,receiver):

Step1l: If receiver is authenticated, send Msg
easily using sharing. While sharing, default cloud
encryption technique is applied. The default
scheme used is AES-256.

Step2: If receiver is outside of present cloud,
must be transparent to the group, call the
auto_incremental_key_scheme().

Step3: The receiver consists of private key
provided by the encryption algorithm and
should be validated by incremental accumulated
key.

Step4: Read the source text
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3.2 Auto Incremental key scheme

The purpose of introducing this is to make
working as transparent in the sense all the
members of the dynamic group must know who
is new member added and who is old user left.
The privileges also provided for new user and
disenabled for old user who left the organization.
The groups are maintained in any organization as
per their designations. Some information might
share easily to the other groups but some
information to be maintained confidentially at
the high level must be secret.For such groups,
members must be limited like 5 or 10 or 15 or 20
or 30 and should be less than one threshold value.
For example, assume group size is 10. In such a
case, each member of the group must possess a
dynamic key as OTP which could be delivered to
their registered mail and by SMS. If all members
of the group would enter their OTP, then final key
would be reframed to match to its originator key.
Then only, information is to be shared. During
this scenario, which groups or members of the
cloud retrieved the information would be stored
in logs. This scheme designed provides most
security and administrator would have right to
modify the members and their privileges.

Pseudo_Procedure

Auto_incremental_key_scheme(N,AK):
Input: Group Size(N), Dynamic OTP Part as AK
Output: Incremental_key

Step1l: fori=1to N do
AK=random()
Alert(“SMS to the”+i+"th member”+AK)
Incremental_key+=AK
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Step2: The Incremental_key value is alerted to
group admin and automatic dispense to the
receiver after successfully verifying the
authentication.

2.1 If receiver credentials to be verified such
as username and password from the cloud
service provider, need to enter the
Incremental_key for reading the Msg.

2.2 Accessing is allowed
Step3: call log_auditing()
Step4: Generate report

3.3 Log Auditing

Every user activity is recorded and stored in logs.
These logs are maintained at central cloud server
which posts them to the organization president
or chairman as a backup. The benefit of logging is
misconduct of the member is notified to the
higher levels.

Pseudo_Procedure
Log_Auditing(Privileges,N):
Step1: for specific member [ Group,
Validate the member privileges ie

[f(Member(privilege) [’

Yprivileges)
Need not alert
else

Alert the violation and
store in log

Step2: Report= X violated activity as a log record

Step3: Cloud Server as well as
administrator would recommend
according to the logs

Group
actions

3.4 Reporting for each update

At the end of each day or each week as per
customization of administrator, the reports are
generated and sent to organization’s mail as a
backup.

Pseudo_Procedure Update_report(choice):
Step1: if(choice==1)

Send report Day-wise

else if(choice==2)

Send report week-wise

Step2: In additional to alerts on violation, these
consolidated reports also communicated to the

concerned.

Encryption and Decryption

l

Auto Incremental key scheme

|

Log Auditing

|

Reporting for each update

Fig. 2. Modules of the Hybrid Key Management System
ensuring transparency and security.

The proposed system with its significant
modules auto_incremental_key_scheme(), and
log_auditing() plays a crucial role than the
encryption,decryption, and generation of
report. The auto_incremental_ key_scheme()
ensures transparency and security whereas
log_auditing() ensures both traceability of
member’s misconduct and security for the
group information.

4. RESULTS

The evolution of security when sharing from the
group is completed analyzed with few metrics
such as Activities transparent to group,
traceability in case of misconduct using logs
auditing, and security is the top defensive factor
observed and provided.

The below table shows the factors that
contributed to the benefit of their models and are
analyzed here:

4.1 Traceability: It represents the member

possessing the misconduct identification. It uses
auditing and logging feature.
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Table 3. Models with traceability feature.

S.No. Model Factor % of
Focus
1 Hybrid key Incremental_key | 100
management scheme | and logs
DNA cryptography DNA 98
3 Auditing and Logs 99
Logging system
4 Light Weight Less resources 80

Computation Model

4.2 Transparent

It represents to whom the information shared to
be known to every member of the group. It uses
incremental_key_scheme().

Table 4. Models with transparent feature.

S.No. Model % of
Focus
1 Hybrid key management scheme 100
2 DNA cryptography 95
3 Auditing and Logging system 99
4 Light Weight Computation Model 70
4.3 Security

It uses by default AES for encryption and
decryption and also uses incremental_key field at
the receiver side. The administrator may be cloud
server with defined policy.

Table 5. Models with security feature.

S.No. Model % of
Focus

1 Hybrid key management scheme 100

2 DNA cryptography 99

3 Auditing and Logging system 99

4 Light Weight Computation Model 80

The following graph, would showcase the
efficiency of the models in which proposed
approach proved better performance.

Security
120

100

80
40
20

4]

Hybrid key
management
scheme

Security
=
o

DNA cryptography Auditing and Light Weight

Logging system  Computation Model

Model
Fig. 3. Security evaluation over significant studies
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4.4 Performance
It uses simple operations only while working
instead of creating overhead for each few specific

activities.

Table 6. Models with performance feature.

S.No. Model % of
Focus
1 Hybrid key management 100
scheme
2 DNA cryptography 90
3 Auditing and Logging system 90
4 Light Weight Computation 95
Model

The working computation is easily taken up
without involving additional overhead in case of
our proposed approach and is demonstrated as
below:

% of Focus

Light Weight Computation Model —
Auditing and Logging system _

Model

onacrypography |
Hybric key management scheme |

84 85 88 S50 92 54 56 98 100 102
Performance

Fig. 4. Performance evaluation over significant studies.
5. CONCLUSION

Sharing of messages, information, data out of a
group to any other should be transparent so
that risks are minimized and leads to be healthy
group. Not only this, traceability if any group
member would like to misbehave, other
members might know immediately. In addition,
security is top notch factor that preserves and
protects the data and won’t share to any third
party without your knowledge. The security to
be obtained using incremental key that is
framed after all members provides their
dynamic OTPs. Each member knows the sender
initiated and receiver who gets the data. The
most significant factors are security and
performance in which security is addresses
using incremental key update and log auditing.
The other is processing involves less overhead
in this scenario because of efficient handling
methodologies and supportive dynamic
environments.
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